Data Protection Manual
The Research Data Center (FDZ) of the Federal Employment Agency (BA) at the Institute for
Employment Research (IAB) provides external researchers with access to microdata for noncommercial research in the area of social insurance as well as labor market and employment
research. The FDZ provides social data that are subject to the data protection regulations of the
German Social Security Code X (SGB X) or the requirements of statistical confidentiality.
Apart from the creation and documentation of data products for labor market and employment
research, the main task of the FDZ is to support data users in ensuring the confidentiality of
information on statistical units such as persons or companies. In order to guarantee the
confidentiality of information, the FDZ checks the deanonymization potential of result files after their
execution through controlled remote data processing. Unchecked files cannot be published.
You should generally work with the data in Stata. If Stata does not support some analyses, you may
work with R or Octave. Please contact the FDZ in advance if you wish to do so.
The FDZ's weakly anonymized data is analyzed through controlled Remote Data Access or during an
On-site Use. For both access methods, the FDZ uses the browser-based software JoSuA1 (Job
Submission Application). Please use the Internal Use Mode in JoSuA for data preparation2,
preparation of on-site visits and for testing the correct functionality of the analyses programs. The
results visible to you in the Internal Use Mode are censored through an automatic data protection
check. You can look at the results on the JoSuA web interface, but you are prohibited from
downloading them.3 The data sets stored in your user directory in the Internal Use Mode are also
available in the Presentation/Publication Mode.
Please upload the programs for producing selected results that you want to publish in the context of
a presentation or publication in the Presentation/Publication Mode. Before doing so, please make
sure that your do-files run correctly in the Internal Use Mode and that the number of observations
underlying the results is sufficient (for further information on the required number of observations,
please refer to the Data Protection Manual). Programs and result files uploaded in the
Presentation/Publication Mode are subject to a data protection check.
During the data protection check, a specially developed test script automatically checks the result
files, searches for specific Stata commands and for small numbers of observations and, if necessary,
carries out initial deletions and censoring4. Subsequently, the FDZ staff manually checks the uploaded
1

Further information about JoSuA and its different modes is available in the FDZ guidelines for the use of
remote data processing and on-site visits: http://doku.iab.de/fdz/access/Vorgaben_DAFE_EN.PDF
2
At the end of the project, you can upload the data preparation programs via the Presentation/Publication
Mode for verification requested by reviewers of journals.
3
The results generated in the Internal Use Mode may not be copied, photographed, printed or duplicated. It is
also prohibited to allow third parties to see them. Any use of these results except for the further development
of your programs constitutes a breach of contract.
4
Note that for certain Stata commands such as summarize or tabulate, the automated test script also deletes
or censors aggregated output, for example at the district level, despite a sufficient number of persons or
companies within the districts. In such cases, please consult with the FDZ about changing your analyses
program to avoid censoring.
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do-files, ado-files and result files and, if necessary, further deletes and censors the results manually.
After successful verification by the FDZ, you can download the programs and result files. Despite the
data protection checks done by the FDZ, you are also obligated to check the transmitted results. In
case of doubt, the results may not be published but must be reported to the FDZ. Furthermore, the
data users commit themselves to secrecy in the data usage agreement, which includes, amongst
other obligations that no re-calculations are made to determine deleted values. In case of violations,
the user or, in severe cases, the entire institute or university will be excluded from any further access
to the data for a period of up to two years. Moreover, the penalties specified in the data usage
agreement may apply. Other research data centers will be informed about violations of the abovementioned obligations.
The following general rules must be followed when generating analyses programs so that the
program complies with the FDZ guidelines5:
1. Detailed Documentation of the Analyses Steps:
The FDZ staff members, who check the output, rotates daily. You must enable the FDZ staff to
understand the programs without having knowledge of the project content; otherwise, data
protection checks are impossible. Therefore, sufficient commentary on the do-files is necessary.
Make sure to,
-

use subheadings (e.g. "Preparation of variable X", "Aggregation at company level"),

-

describe the contents and function of loops and program description of tables into your
loops (e.g. using the display command),

-

assign variable labels and, if necessary, value labels for all important variables that you
generated,

-

use descriptive variable names if possible,

-

briefly describe variables you generated directly before counting and

-

describe the content of each figure and complex table.

2. Syntax-Supported Programming and Storage of Result Files
First, you need to create a master do-file. The master do-file starts all other do files at the same time
in the correct order. In addition, the master do-file should briefly explain the contents of each do-file
started in this Job. Template do-files are available on our homepage at
https://fdz.iab.de/en/FDZ_Data_Access/FDZ_Remote_Data_Access.aspx.
At the beginning of each do-file, you must generate a log file for this do-file’s output. This procedure
ensures that the FDZ staff knows which do-files generate the output.
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Cf. also Hochfellner et al. (2012): Data protection at the Research Data Centre. FDZ-Methodenreport 06/2012
(en) and the FDZ guidelines for the use of remote data processing and guest stay
(http://doku.iab.de/fdz/access/Vorgaben_DAFE_EN.PDF).
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The analysis programs (as well as ado-files) may not contain any data or numbers of observation.
External aggregated data sets must be imported as separate data files. Please follow our guidelines
for importing aggregated data sets described in a subsequent chapter. Exceptions to this rule are
classifications and conversion factors (e.g. contribution assessment thresholds, Euro conversion, GDP
deflators, consumer price indices, conversion of economic sectors, districts or employment agency
districts). Please state which classification or conversion you are using in a comment in the program.
3. Checking the Result File in the Internal Use Mode
Before uploading the do-files in the Presentation/Publication mode in JoSuA, you must first check
them for data protection in the internal use mode6. In particular, you must ensure that the number
of observations for each analyses is sufficient. Further information about the required number of
observations and advice on data protection is available in the following chapters.
The following section describes the FDZ’s most important guidelines for data protection checks:
1. Number of Observations
For data protection reasons, all results must be based on at least 20 observations. This applies to all
descriptive statistics, cross tables and multivariate analyses. In cross tables, the number of
observations of each individual cell must be >= 20, the total number of observations for the table is
not sufficient.
Results based on less than 20 observations are critical to data protection. Thus, if the output is based
on too few observations, the FDZ deletes the results. By deleting results, the FDZ’s goal is to prevent
any potential for deanonymization.
The procedure of censoring for data protection reasons adheres to the following steps. First, all
values (number of observations, distribution statistics and regression coefficients) based on a
number of observations below 20 are deleted. The minimum requirement of 20 observations of the
unit under consideration applies to both establishment-level and individual-level data. Second, to
prevent the re-calculation of deleted values by using subtotals or marginal sums, additional values
are deleted or rounded.

6

We reserve the right to withhold results that have obviously not first been tested in internal use mode for
correct functionality and data protection compliance.
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Example 1:
East Germany
No. employees
1 1-4
2 5-9
3 10-99
4 100-499
5 500-999
Total

Yes
43
39
594
573
142
1391

Works Council
No
1380
547
1322
175
16
3440

Total
1423
586
1916
748
158
4831

No. employees
1 1-4
2 5-9
3 10-99
4 100-499
5 500-999
Total

Before

Yes
43
3*
594
573
14*
1391

Works Council
No
1380
54*
1322
175
/
3440

Total
1423
586
1916
748
158
4831

After

Example 1 explains the procedure for data protection checks of descriptive cross tables. First, values
< 20 are replaced by "/" due to the insufficient number of observations (primary suppression). In
order to prevent a re-calculation of the deleted value with the help of the marginal sum, further
values are subjected to secondary suppression ("*").
Example 2:
West Germany
No. employees

Yes

1 1-4
2 5-9
3 10-99
4 100-499
5 500-999
Total

64
54
859
793
198
1968

Works Council
No
Total
2461
847
1985
255
22
5570

2525
901
2844
1048
220
7538

No. employees

Yes

1 1-4
2 5-9
3 10-99
4 100-499
5 500-999
Total

64
5*
859
793
19*
1968

Before

Works Council
No
Total
2461
84*
1985
255
2*
5570

2525
901
2844
1048
220
7538

After

Germany Total
No. employees

Yes

1 1-4
2 5-9
3 10-99
4 100-499
5 500-999
Total

107
93
1453
1366
340
3359

Before

Works Council
No
Total
3841
1394
3307
430
38
9010

3948
1487
4760
1796
378
12369

No. employees

Yes

1 1-4
2 5-9
3 10-99
4 100-499
5 500-999
Total

107
93
1453
1366
340
3359

Works Council
No
Total
3841
1394
3307
430
38
9010

3948
1487
4760
1796
378
12369

After

Third, the re-calculation across several tables must be prevented. Example 2 illustrates this case. In
West Germany, the number of observations in the individual cells is >=20, but since the table for all
of Germany is also shown in addition to East and West Germany, a re-calculation of the deleted
values from East Germany (from example 1) is be possible. For this reason, the corresponding cells in
the table for West Germany are also censored (secondary suppression: "*").
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Due to the risk of deanonymization, you need to report the number of observations for all
subgroups, if the re-calculation of deleted values is possible. In the example above, you need to show
the table for both West and East Germany, since the table for Germany allows the re-calculation of
values for East Germany. In contrast, if you only want to analyze on industry, for example the
construction industry, the output of all industries of the economy is unnecessary, since no recalculation is possible.
You must report the underlying number of observations for all descriptive statistics or multivariate
analyses. If the numbers of observations are missing, the FDZ staff will delete the corresponding
results.
2. Descriptive Statistics
It might seem counterintuitive, but even simple descriptive statistics can be used to derive
underlying numbers of observations for specific groups included in the calculation of the mean. Even
when the total number of observations for a variable is above 20, specific subgroups may be based
on fewer than 20 observations when the variable’s distribution is skewed. To ensure the
identification of such cases and the adherence to data protection legislation, means must always be
shown in combination with the number of cases, minimum, maximum and standard deviation of the
distribution.
Dummy variables are a special case that requires careful assessment. Imagine the simple example of
gender. The total number of observations for this variable may lie well above 20, but if the
distribution is skewed, few observations may fall into one category, for example women. This skewed
distribution becomes problematic to data protection when the number of observations is less than
20 for one category. Thus, the normal rules apply and each category needs to be based on at least 20
observations.
Example 3 further illustrates this point. This example looks at companies and the total number of
observations for each variable is greater than 20. However, due to the skewed distribution of the
dummy variable r61, only 12 companies (140*0.0857143) fall into one category. Therefore, we have
to censor all descriptive statistics for this variable.
Example 3:
Variable
r60
r61
r62a

Obs
201
140
73

Mean
2.373134
.0857143
2.219178

Before

Std. Dev.
.9192794
.2809469
2.340742

Min
1
0
1

Max
3
1
15

Variable
r60
r61
r62a

Obs
201
140
73

Mean
2.373134
/
2.219178

Std. Dev.
.9192794
/
2.340742

Min
1
/
1

Max
3
/
15

Afterwards

If you look at quotas, you must also show the number of non-missing values for each subgroup.
Relative frequencies should be avoided, please display absolute numbers instead.
3. Percentiles/Quantiles
When displaying percentiles, make sure that at least 20 observations are included in the respective
percentile. A detailed output (1% percentiles) requires at least 2000 observations to fulfill the data
5

protection requirements of the FDZ. In principle, the more detailed the analysis, the more
observations must underlie the entire distribution:







At least 20 observations for mean values (except dummies)
At least 40 observations for 50% percentiles
At least 80 observations for 25% or 75% percentiles
At least 200 observations for 10% or 90% percentiles
At least 400 observations for 5% or 95% percentiles
At least 2000 observations for 1% or 99% percentiles

If you want to describe quantiles, the smallest distance between the selected percentages (also to
zero and to 100) determines the number of observations needed- e.g. for the percentiles 10 – 15 –
30, the sample must be (15-10)/100 * x ≥ 20 → x ≥ 400 observations to ensure the necessary 20
observations in each quantile.
4. Weighting
When using any extrapolation or weighting factors in descriptive analyses, you have to report the
corresponding unweighted results. The weighted results must directly follow the corresponding
unweighted results. This rule also applies to loops. The FDZ transfers deletions in the unweighted
tables to the corresponding weighted tables. In the absence of the unweighted output, the FDZ
completely deletes the weighted table.
When using i-weights or f-weights in weighted regressions, you have to provide the unweighted
number of observations.
5. Graphs
You have to provide the underlying numbers of observations for each individual value in a graph. The
total number of observations is not sufficient, rather you need to show the number of observations
of each individual bar or point. You can show the number of observations either directly in the
graphs or in the log-file by providing tables directly before or after the command for the graph. The
rule of at least 20 observations also applies to graphs. Thus, scatter plots on the individual level are
prohibited, because each individual data point is based on less than 20 observations. For histograms
(frequency/percentage), you need to show the number of observations for each individual bar. For
density plots, the total number of observations is sufficient. If the number of observations in the
corresponding regression table is sufficient, coefficient or margin plots are allowed.
Use the asis-option when saving the graphs in gph format to ensure that the graph is saved in its
current form and no further editing is possible.
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Example: Output of graphics
* Output of graphics in Stata-format:
graph ... , ... saving($log\mygraph.gph, replace asis)
* or:
graph save $log\mygraph.gph, replace asis
* Output of graphics in png-format (Internal Use Mode):
graph export $log\mygraph.png, replace

6. LaTeX-Output
Stata result files must have the ending ".log" or ".txt". Results written to other files such as LaTeXreadable formats, which are not created by Stata, are not released. You can include the results of
these separate files in the log file with the command "type path". You have to display the results in
an easily checkable form (i.e. normal Stata output) directly before the results in LaTeX-readable code.
Otherwise, we cannot perform data protection checks. We delete complete LaTeX tables if the table
has too few observations in one cell.
Example: Integration of results into the log file
* Output the contents of a csv or txt file to the log file:
[…] // Output as table/list
type $log/results.csv
type $log/results.txt
* Write LaTeX code directly into the log file, not into a separate file:
[…] // Output of regressions
esttab A B, c(b se) tex // Example for regression A and B

7. Aggregated Data Sets
Import aggregated data sets into the project
Data external to the FDZ environment on an aggregated level (e.g. unemployment rates by district)
may be merged to the FDZ data if they comply with the data protection guidelines. Each aggregated
value must be based on at least 3 observations. Thus, it is not possible to combine unique
observations at the individual or company level. The external data set must contain additional
variables indicating the number of underlying observations for each variable of interest. Please
indicate only absolute frequencies (e.g. number of men and number of women instead of the
proportion of women). Relative frequencies do not allow for a verification of compliance with the
data protection legislation. You should calculate proportional values only once the data is in the FDZ
environment.
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The external data must be submitted to the FDZ in Stata format7 with a description of the data
(including a comprehensive description of the data’s characteristics and variables, the level of
aggregation and the source) (iab.fdz@iab.de). The transmission of aggregated data within do-files is
not permitted.
After having checked and approved the data, the FDZ uploads the external data sets to the orig
directory. Please contact the FDZ in advance to discuss the provision of external data and send
external aggregate data by e-mail to the FDZ at least three working days prior to the start of an onsite visit.
Export/transfer of aggregated data sets from the project
If you would like to receive aggregated data sets from the FDZ environment as a result file, please
discuss the procedure with us beforehand, ideally when you submit your proposal. In addition to the
purpose of receiving aggregate data, you must clarify the level of the aggregation, which variables
are included and in which aggregate state (sum, mean value, etc.).
For the verification of data protection compliance, an additional variable with the underlying nonmissing number of observations is necessary for each aggregated variable. It is not sufficient to
create a variable with the number of observations for the whole aggregated data set, because the
non-missing number of observations can vary significantly depending on the variable (e.g. if a
variable has many missing values, such as the turnover in the IAB-Establishment Panel Survey). If the
number of observations in individual cells of the data set is < 20, these must be set to "missing". Recalculation of these deleted cells must be made impossible. If, for example, the total number of
employees, the number of women and the number of men is shown by economic sector, the value of
the number of men in the corresponding economic sector must also be set to "missing" if the
number of women in this economic sector is < 20.
Prepare the aggregate data set with the test data and run the final code during an on-site visit to
ensure that you correctly generate the data. The programs must then be started in the
Publication/Presentation Mode in JoSuA. Please note in the comment field that you want to receive
an aggregate data set and the corresponding file name. Always save this data set in the subdirectory
data.
For the documentation of aggregated data sets, the FDZ’s guidelines apply:
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An additional variable must be created for each aggregated variable, which contains the
number of the corresponding non-missing values (persons and companies) in the aggregate
(e.g. bysort aggregat: egen N_var1 = count(var1)).



If the required aggregate is a quota, you will only receive the number of non-missing values
in the individual subgroups of the aggregate (e.g. number of men in federal state X and
number of women in federal state X for the calculation of a women's quota in federal state
X). After you have received the aggregate data set, you have to calculate the quota outside of
the FDZ environment.

Submitted data sets in Excel format are not processed.
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When using the command collapse, you have to calculate the number of non-missing values
per variable:
bys persnr: var1 = _n==_N (set 1 for the last spell of a person and otherwise zero)
collapse (count) N_var1 = var1 (count) N_var2 = var2.

It is not sufficient to merely count the number of rows by using collapse (count)
persnr

All result files created after an aggregation must contain the following information at the beginning
in the form of a comment:


the level of aggregation,



the program step (i.e. do-file), in which the aggregation takes place (please also mark this
step in the master file),



how many persons and companies have been used for the calculation per data line (e.g.: cells
with <20 companies were deleted) and



name of the variable which contains the number of observations per data row.

If the description on aggregation is missing at the beginning of the result file, the data protection
check may delete too much information. The number of aggregated tables should be kept to a
minimum to comply with the principle of data parsimony.
You can only receive one aggregate data set for each FDZ-project. This rule also applies if you want to
move the aggregated dataset to another FDZ project directory. We will send the data set by e-mail.
8. Estimates
Regression output
The total number of observations used in a regression must be at least 20 f. However, as regressions
can also be used to indirectly determine small numbers of observations, the total number of
observations is insufficient to assess adherence with data protection legislation. Regression results
from which you can derive the unconditional mean are problematic, for example (1) regressions with
a single non-metric independent variable; (2) regressions that contains only dummies (e.g., only
federal state dummies); (3) regressions that include only two variables and their interaction terms; or
(4) regressions with than two variables in fully interactive models. In these cases, the individual
expressions of the dichotomous or categorical variable must contain at least 20 observations. To
show compliance with this rule, descriptive tables with the number of observations must be
displayed after the regression output using if e(sample). Each additional variable in a regression
model prevents the calculation of the underlying number of observation for specific values of a
variable.
Event Data Analysis
When using the sts list-command in event data analysis to identify the Kaplan-Meier estimator
results, the value at the beginning of the table (population at risk) is relevant for the data protection
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check. In addition, when groups are shown in graphs, the sts list- command must also be used for
each group to provide the underlying number of observation.
When results from survival analyses are displayed, only the initial value must be >= 20, not every
single step.
Sequence Pattern Analysis
Graphical representations of sequence pattern analyses must be based on a sufficient number of
observations. There are two ways to do this. First, you can show sequence patterns per unit of time
as proportions of states (e.g. in month 1, 30% of people are in unemployment and 70% in
employment). Second, you can depict aggregated sequence patterns for groups if each group
contains at least 3 observations. Graphical representation of sequence patterns for individuals is
prohibited.

If you have any questions, please contact the Research Data Center (iab.fdz@iab.de). Please always include
your FDZ project number (fdzXXXX) and if applicable the job ID from JoSuA.
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