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Overview

• Remote Analysis & Differential Privacy
• Logistic regression
• Other models

• Work in progress – discussions with 
• James Chipperfield, Sebastien Lucie (Aust Bureau Statistics)
• Steve Fienberg, Alessandro Rinaldo (CMU)

Headline conclusion: 
can be better to add noise to something other than output

• Remote Analysis vs Statistical Disclosure Control 
• Business Data

• Joint work with Natalie Shlomo (submitted)

Headline conclusion: 
remote analysis (output perturbation) seems preferable…
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Remote Analysis
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Remote Analysis – the basic scenario
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CSIRO.  Remote Analysis

Scenarios where remote analysis may be useful

• Phase 1 investigations with low-risk ethical review – prior to 
applying for full access with full ethical review

• Prepare before visiting data laboratory
• Preliminary results for grant applications
• Evidence that application for full access is worthwhile

• Restricted functionality may be sufficient in some situations

• Some data may be unavailable by other means
• Business data

• Analyst activity can be easily logged for monitoring and audit
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Remote Analysis – the $1M question
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Remote Analysis – options for intervention
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Differential Privacy
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Differential Privacy – the $1M question
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Differential Privacy– options for intervention
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Example 

Logistic Regression



Example – logistic regression

• Chaudhuri & Monteleoni 2008 - perturbing the estimate
• Explanatory variable data space bounded by unit ball
• Binary response variable

λ a regularising parameter

• Function with output       has sensitivity 2/nλ

• + α where α ~ Lap(2/nλε) is ε-differentially private

• Smith 2008
• Sample-and-aggregate the bias-corrected maximum likelihood 

estimate
• Add sensitivity-calibrated noise
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Example – logistic regression

CSIRO. Remote Analysis & Differential Privacy

• Chaudhuri & Monteleoni 2008 - perturbing the objective function
• Explanatory variable data space bounded by unit ball
• Binary response variable

where α ~ Lap(2/ε), is ε-differentially private

• Perturbing something other than the “output”
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Outline

• Business data
• Particular challenges
• Current approaches

• Example: Sugar Farms Data
• Statistical disclosure control
• Remote analysis
• Comparison

• Exploratory data analysis
• Linear regression

• Headline conclusion: 
remote analysis seems preferable
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Business data



Business data - challenges

• Characteristic pattern of inclusion probabilities
• Large enterprises always sampled - census
• Medium-sized enterprises often sampled
• Small enterprises seldom sampled

• Few variables
• Most variables continuous not discrete
• Most variable distributions highly skewed
• Common to have enterprises which are outliers on almost all 

variables
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Example 

Sugar Farms Data



Sugar Farms Data

• 1982 survey of sugar cane industry in Queensland
• Sample of 338 Queensland sugar cane farms
• Stratified by region and size of quota – random within strata

• Variables - categorical
• region = cane growing region (1, 2, 3 or 4)

• Variables – continuous
• area = area under sugar cane
• harvest = quantity of sugar cane harvest
• receipts = receipts from sale of sugar cane
• costs = costs of growing sugar cane
• profit = receipts - costs

• Characteristic of business data
• 5 farms receipts over $300K outliers on all continuous variables
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Statistical Disclosure Control vs Remote Analysis

• Statistical Disclosure Control – input perturbation

• Remote Analysis – output perturbation

confidentialise
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analysedata
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Sugar Farms data - SDC

• Delete five largest farms – outliers

• Region
• Not disclosive

• Area
• Key identifying – categorised into 6 groups

• Harvest, receipts, costs, profit
• Random noise – preserving mean and covariance structure
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Sugar Farms data – Remote Analysis

• Ensure each combination of variable values has sufficient data 
cases represented

• Data aggregation

• Rounding and smoothing of results

• Risks associated with outliers
• Minimised by use of robust methods
• Data winsoring

• Sought to ensure that SDC and RA approaches have 
comparable disclosure risk

• Identity disclosure through small cells
• Attribute disclosure through distance from true values
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Example

Exploratory Data Analysis
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Univariate – area – unconfidentialised



Univariate – area – SDC
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Univariate – area – remote analysis
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Univariate  – area – side by side
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Univariate – receipts - unconfidentialised



Univariate – receipts – SDC
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Univariate – receipts – remote analysis



CSIRO. Remote Analysis & Differential Privacy

Univariate – receipts – side by side



Bivariate - area, receipts, costs by region -
unconfidentialised
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Bivariate - area, receipts, costs by region –
SDC
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Bivariate - area, receipts, costs by region –
remote analysis
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Bivariate - area, receipts, costs by region –
side by side
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Bivariate – pairs from area, receipts costs -
unconfidentialised
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Bivariate – pairs from area, receipts costs –
SDC
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Bivariate – pairs from area, receipts costs –
remote analysis
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Bivariate – pairs from area, receipts costs –
side by side
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Example

Linear Regression



Sugar Farms Data

• Response =  log(receipts)
• Explanatory = region, area, log(harvest), log(costs)

• Confidentialised Input – SDC
• Outliers are deleted
• Area is categorised into 6 bands
• Noise is added to receipts, costs, profit to preserve correlations

• Confidentialised Output – Remote Analysis
• Confidentialisation filters applied to output

• Unconfidentialised
• Traditional approach
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Summary Results
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Goodness of Fit statistics
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Model diagnostics 
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Summary
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Summary

• Remote Analysis & Differential Privacy
• Logistic regression
• Other models…

Headline conclusion:
can be better to add noise to something other than the output

• Remote Analysis vs Statistical Disclosure Control 
• Business Data

Headline conclusion: 
remote analysis seems preferable
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