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The Goal

• Building a Secure Remote Access 
Centre highly secured for :

– Allowing researchers to have remote
access to micro-data  without having
to travel to an on-site RDC.

– Enlarging the number of data sources 
available to researchers

– Maintaining the trust of the data 
producers



The classical software-based
remote access solution

• Install software on the reseacher’s workstation
• Install a smartcard reader on the reseacher’s

workstation
• Drawbacks : 

– Very dependent on the researcher’s workstation, 
which can often change

– A lot of compatibility issues (Windows, Linux, 
Mac…)

– Each access is dedicated (one researcher = one 
access -> this leads to too many points of access)

– Complex on-site installation procedure
– Problem of remote maintenance
– …



The                     solution



The SD-Box solution

• SD-Box is a complete device dedicated to remote
access
– locked-down hardware and operating system

• Only approved software or programs are allowed.
• Only approved peripherals are allowed : impossible to 

connect a storage device (usb) or a printer
• The hard-drive is encrypted
• Nothing can be done without a strong authentification

– Complete, automated and centralized management of 
the SD-Boxes

– SD-Boxes are identical : in case of failure replacement is 
straightforward
• No need for complex diagnostic procedures or to send for a 

technician. 

– Does not rely on local IT : just internet access
– It can be easily deployed in other countries (cf legal 

aspects)



The researcher’s workspace

• Well-known environment for the 
researcher (Windows)
– 64 bit Scientific software

• Stata MP x64, SAS 9.2 x64,…. 

– Word processing software (Word, LateX..)

– The researcher can enter data and personal
programs via a specific procedure.

– Opportunity to collaborate on the same
project

– A special procedure for controlling the 
statistical confidentiality of the output 
(spreadsheets, graphics etc.)





Demonstration



The IT infrastructure

• The IT Infrastructure is centralized:

– Scalability :
• Each project is hosted in a Virtual Machine (VM).

• Creating a new project is simple with standard VM 
management tools.

– Modularity
• Each VM could be personalized

– In terms of power : nb of processors, memory, Hard 
drive

– In terms of software : it is possible to install custom 
software in the VM. 





Schéma des projets existants



Questions ?


